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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

NA
3
Rationale

This contribution proposes to send the KAKMA ID to the UDM for further use. 
The idea behind this contribution is based on the assumption that the Routing ID cannot find the correct AUSF. 
In our mind, the Routing ID can be used to find the correct AUSF, because the different AUSF instances are shared one database in the real implementation. But if the group decides that the Routing ID is not enough, then we propose to store the KAKMA ID in the UDM for finding the AUSF ID. The KAKMA ID is agreed as a unqiue gloable identifier which can be used as a key to locate the UE’s information stored in the UDM.
4
Detailed proposal

***************** Start of Change*****************
6.1
Deriving AKMA key during UE registration

There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication procedure executed during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.
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Figure 6.1-1 Deriving AKMA root key during UE registration

The AUSF shall generate the AKMA Anchor Key (KAKMA) and the associated key Identifier from KAUSF as part of the UE Registration procedure. The AUSF shall send the KAKMA Identifier to the UDM in the Nudm_UEAuthentication_ResultConfirmation Request message, The UDM shall store the KAKMA Identifier.
The UE shall generate the AKMA Anchor Key (KAKMA) and the associated key Identifier from the KAUSF before initiating communication with an AKMA Application Function. 

The KAKMA key identifier identifies the KAKMA key of the UE from which other AKMA keys are derived.
The KAKMA key identifier shall be NAI.

The key derivation of KAKMA shall be performed using the key derivation function (KDF) specified in TS 33.220 [4]. KAKMA is computed (as per Annex A.2) as KAKMA=KDF (KAUSF, "AKMA", SUPI), where the key derivation parameters consist of a static string "AKMA", and SUPI.Editor’s Note: Format and derivation of KAKMA key identifier and its association with UE identifier is FFS.
Editor’s Note: Whether the AUSF generates the KAKMA key identifier and the associated AKMA Anchor Key (KAKMA) during the primary authentication or as needed (i.e., on-demand), is FFS.

Since AKMA keys are based on KAUSF from primary authentication run, the AKMA keys can only be refreshed by running a fresh primary authentication. 
***************** End of Change*****************
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